STEPS TO CONNECT AMU SECURE
WIRELESS FOR STUDENTS ON
AMUWLSTUDENTS FOR WINDOWS
OPERATING SYSTEM




Please click as shown as in attached screen shots:

STEP 1 Go To Control Panel

=@ = |

( )O <[& + Control Panel + All Control Panel liems »

~[#3|[ Search Control Panci A

Adjust your computer’s settings

¥ Action Center Administrative Tools
B 4x15 Media Control (32-bit)
E% Date and Time

& Display

Wb Backup and Restore
@ Default Programs
§ DW WLAN Card Utility

==
L@‘ Microsoft Office Outlook 2007 »

Adobe Reader XI [ roopak

12 wicrosoft Office Word 2007 [

.47 Notepad >
j Paint 3

\\ Adobe Photoshop C52 >

Pictures

Music

Games

mputer
WordWeb

ntrol Panel

Adobe Gamma (32-bit)
B BitLocker Drive Encryption
¥ Desktop Gadgets

@ Ease of Access Center
& HomeGroup

@ Keyboard

& Notification Area Icons
Programs and Features
& Speech Recognition
82, User Accounts

] Windows Update

€ Akamai NetSession Interface Control...

Il Color Management

24 Device Manager

Flash Player (32-bit)

& Indexing Options

Location and Other Sensors

M Performance Information and Tools
i Recovery

@® Sync Center

B Windows CardSpace

iy VL€ media player »

Devices and Printel

B8 scitings and customize the functionality of your computer. |

B Refiance Netconnect+

@ Acunetic WS 9

»  AllPrograms

Default Programs

Help and Support

[Isearch programs and fites 2|

Viewby: Smallicons ~

g AutoPlay

Credential Manager

A Devices and Printers

Folder Options

B Intel(R) Graphics and Media
B Mail (32-bit)

& personalization

& Region and Language

18 System

i Windows Defender

Blijo ele/R]r=[m]

STEP 2

Go To Network and Sharing Center
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’_‘U [E3» Control Panel » All Control Panel kems »

= [43 |[ search Controi Panel o

Adjust your computer’s settings

¥ Action Center
B A5 Media Control (32-bit)
% Date and Time
& Display
JA Fonts

nternet Options
F Mouse

[ RemoteApp and Deskiop Connections
LA Taskbar and Start Menu

& Windows Firewall

& Administrative Tools
b Backup and Restare
@ Default Programs

#" DW WLAN Card Utility

& Getting Started
£ Jave 32-bit)

Network and Sharing Center

@ Power Uptions
# Sound

[ Troubleshooting

8 Windows Mobility Center

Adobe Gamma (32-bit)
B Bitlocker Drive Encryption
¥ Desktop Gedgets

@ Ease of Access Center
o HomeGroup

@B Keyboard

2 Notification Area lcons
Programs and Features
& Speech Recognition
82, User Accounts

] Windows Update

€ Akamai NetSession Interface Control...

3| Color Management
5 Device Manager
Flash Player (32-bit)
& Indexing Options

Location and Other Sensors
M Performance Information and Toals
& Recovery

@) Sync Center
B windows CardSpace

Viewby: Smallicons ~

[5g AutoPlay
Credential Manager

&5 Devices and Printers
Folder Options

B Intel(R) Graphics and Media
£ Mail 32-bit)

& Personalization

¥ Region and Language

18 System

i Windows Defender
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Step 3

@gf ‘

Go to manage wireless network OR Set up a new connection on network

@®-|;= » Control Panel » All Control Panel ltems » Metwork and Sharing Center

= [43 |[ search Controi Panel o

Contrel Panel Home

Manage wireless networks

Change adapter settings

Change advanced sharing
settings

See also

Akamai NetSession Interface
Control Panel (32-bit)

HomeGroup
Internet Options

Windows Firewall

View your basic network information and set up connections

h*‘ t;h e See full map

ROOPAK-PC AMUWL.COM Intemet
(This computer)
View your active networks Connect or disconnect
Access type: Internet

@ AMUWL.COM
Domain network

Change your networking settings

Wireless Network Connection
(AMU_DOT1x)

Connections:

{iG¥ Set up a new connection or network
-

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point

Connect to a network

=

Connect or reconnect to a wireless, wired, dial-up, or VPN netwerk connection.

@@ Chooss homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

[ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.
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Step 4

@gf ‘

Click 1. ADD and then 2 manually create a network profile-



o & &'

@_O-h,ﬁj] + ControlPanel » Network andIntemet » Manage Wireless Networks

~ [ 43 |[ Search Manage Wireless Networks

A

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect te these networks in the order listed below.

1

-
S=na=s
Adapl:r properties  Profiletypes  Metwerk and Sharing
N

Stworks you can view, modify, and reorder (24) @ 1l Manually connect to a wireless network

=z AMU_DOTIx Sef
Eﬁ' How do you want to add a network? 2
=

- AMU_Secure Sel
sﬁ' L4 Manually create a network profile
) “<=. This creates a new network profile or locates an existing network and saves a profile
- TOPPERS Sl for the network on your computer. You need to know the network name (53ID) and
Eﬁu security key (if applicable).
AMUdotlx Sel

Create an ad hoc network

b o
JN
|
hg,i
. AMU_TEST_ISE Saf &
E.‘ This creates a temporary network for sharing files or an Internet connection
EF
!
S -
E“

test_amu Se

amu_test Sef

E;‘\ Landmark 5ed
=

Security: WPAZ-Persanal Type: Any supparted

I

Automatically connect

Automatically connect

Automatically connect

Automatically connect

Automatically connect

Automatically connect

Automatically connect

Automatically connect

Automatically connect
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Step 5 Do steps below and then click next
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Enter information for the wireless network you want 1o add

Meteark narnr ARPALSTUDENTS

Securty type | WPAZ Enterprse -

o ot e ]

Encryption type: AES |

Security Ky iy charncien

S St e cesnection subsmatically
| Cennect even # the netwoeek i med biosdoating
Warning: i you welect This eplion, your computer s pracy might Be at isk

| Met || Comcet |




Step 6 Click on change connection settings

o fully acded ARAVUETLADENTS

& Change connection wEftings
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Step 7 Do steps below and then click setting



Connection | Security 1

Security type: | WPA2 Enterprise / -
Encryption type: [AES \ v]

2
3
Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) || settings |
[ Remember my credentials for this connection each
time I'm logged on

Advanced settings

| ok || cancl

Step 8 Do steps below and then click configure



Protected EAP Properties

When connecting:
[| validate server certificate m—— 1

Connect to these servers:

Trusted Rook Certification Authaorities;

Wl 2cunetix WYS Root CA -

[] AddTrust External CA Root D
[] America Online Root Certification Authority 1

[] Baltimore CyberTrust Root

[] class 3 Public Primary Certification Authority

[ DigiCert Assured ID Root CA

[] Digicert Global Root CA -
1| ] | »

Do not prompt user to authorize new servers or trusted
certification authorities.

’) 4

Select Authentication Method:

[Secl..lred password (EAP-MSCHAP v2) T] | Configue. .. |

Enable Fast Reconnect a 3

[] Enforce Metwork Access Protection

[] Disconnect if server does not present cryptobinding TLY
[| Enable Identity Privacy

Step 9 Do steps below and then click OK

EAP MSCHAPZ Properties S

When connecting:

l Automatically use my Windows lagon name and
password (and domain if ary).

Step 10 Click on advance settings in below screen shot.



Choose a metwork authenbcaton method:

[Microsoft: Protected EAP (PEAP) ~|| Setnps |
| Remember my cedentials for this cormection each
e I'mi logged on

1

Lok || Cancel |

Step11 Do Steps below and then click OK

Ldvanced settings ot S|

02 sethings |an2.um|

2
[user or computer [ save gedentials |
[(pelete credentials for ol users 3
[T] Enable: single sign on for this metwork
@) Perform mmediately bafore user logon
Perform immediately after user logon
[Maccimum deday (seconds): [ 10 =
=gr on

[]] This: network wses separate virtual LAMNS for madhine
and wuser authenbcation




Step 12 Enter your username and password and click ok

’ ﬂ
Windows Security

Metwork Authentication

Please enter user credentials

w o |

| ok || Ccancel




